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OpenVPN - Introduction

OpenVPN is an open source software for creating a virtual private network (VPN) that allows you to
access protected network resources and browse the Internet securely.

It is used to create secure point-to-point encrypted tunnels between two computers over an
insecure network. It allows hosts to authenticate with each other using shared private keys, digital
certificates, or user/password credentials.

It uses OpenSSL cipher libraries and the SSLv3/TLSv1 protocol. It is available on a variety of
platforms such as GNU/Linux, xBSD, macQOS, Solaris, Android and Windows. The entire program is
contained in a single executable file that can run in both server and client modes, from an optional
configuration file and from one or more files containing the keys, depending on the authentication
method used.
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How to download OpenVPN

Follow these steps to download OpenVPN:

1. Open your browser and visit the official OpenVPN site at https://openvpn.net/.

2. Click the "Community" button and then the "Downloads" one at the top of the page.
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3. Select the OpenVPN's version you want to download. Available options include version for
Windows, macOS, Linux, and mobile devices.

4. Click the "Download" button next to the desired version and operating system.

N.B.: at the moment it is necessary to download version 2.5.9 as more recent versions
have incompatibilities with certificates.
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Windows MSI changes since 2.6.1:
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5. After the download completes, open the OpenVPN setup file and follow the on-screen
instructions to complete the installation.
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Note that to use OpenVPN you need to have an OpenVPN server to connect to. Alternatively, you
can use a VPN service that supports the OpenVPN protocol. In both cases, you need to configure
the software correctly in order to use OpenVPN.
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How to use OpenVPN

These are the general steps to use OpenVPN:
1. Get the necessary configuration files from your VPN provider.
2. Start OpenVPN and click the "Import" button to import the configuration files.

Before you can get two systems to be able to connect through an OpenVPN "tunnel," you need to
generate a key that will be used to encrypt all communication. This key must be "installed" on both
systems since, in the case of a symmetric key cryptography, both "interlocutors" will use the same
key.

To proceed, simply click on the Generate a static OpenVPN key link by accessing the Start menu,
then Programs, OpenVPN, Generate a static OpenVPN key.

The program will show a text window inviting you to press any key to start the key generation
procedure. OpenVPN will produce a 2048 bit encryption key which will be stored in the config
subfolder with the name of key.txt.
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To create a first test connection with OpenVPN, start by copying the sample.ovpn file from the
folder containing the sample files into the config folder.

After starting OpenVPN GUI, right-clicking on the icon in the traybar, click Edit config: this will
immediately open the contents of the sample.ovpn configuration file.
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In this file it is necessary, first of all, to modify some essential parameters. In particular, the name
or IP address of the other host involved in the VPN, the name of the file containing the key, the IP
address of the VPN and the host must be indicated.

Then choose an IP address for each host of the VPN (for example, 10.3.0.1, 10.3.0.2 and so on).

3. If necessary, enter the login credentials provided by the VPN provider.

4. Click on the "Connect" button to connect to the VPN.

5. Once connected, you can browse the Internet securely and access protected network resources.
6. To disconnect from the VPN, click the "Disconnect" button.

It's recommended to consult the official OpenVPN documentation at

https://openvpn.net/community-resources/reference-manual-for-openvpn-2-6/ for more information
and advanced features, such as creating new configurations and customizing settings. Also, since
setting up and using OpenVPN can vary by VPN provider, you should also consult the
documentation provided by your VPN provider.
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