15.10 External Applications

This functionality of vtenext, located in Settings > External Applications, allows external
services to connect to the CRM using the OAuth2 authorization protocol.

::: Settings > External applications
mmm Manage external applications that integrate with vtenext with authorization protocol OAuth 2.0

General configurations

Enable OAuth2 access v

Allow users to view and change the secret key of apps associated to v
them

Allow connections with admin users X

Registered applications Add

ICON NAME CLIENT TYPE CLIENT ID AUTHORIZED USERS TOKEN STATUS ENABLED TOOLS

Configuration page for External applications

How does it work? External services, here called External Applications, connect to vtenext via REST
API, passing a access_token to authenticate. This token is provided by vte via the OAuth2 protocol,
using one of the 2 avaialble flows. Let's see an example:
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This flow is called Client Credentials and there are 3 parties:

1. Application (for example an ERP)
2. Authorization Server (in case of vtenext, it's the same as the point 3)
3. Resource Server, the server containing the data to be retrieved (vtenext in this case)
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Briefly, the Application (eg: ERP reading Invoices), asks the Authorization Server the Access Token,
sending the pair (Client ID, Secret Key) to authenticate itself. If the credentials are correct, an
Access Token is given to the Application, that can be used to retrieve information from vtenext via
REST API.

An example of REST API call with access token is:

curl -X POST '<VTE _URL>/restapi/v1l/vtews/query' \
-H 'Content-Type: application/json' \
-H 'Authorization: Bearer <ACCESS TOKEN>' \
-d '{"query":"SELECT * FROM Invoice;"}'

The advantage of access tokens is that they have a limited time validity (usually 1 hour) and it's
revokable server side, so it's possible to allow access to external apps in a controlled way, without
providing them the main password. After the token expiration it's necessary to obtain a new one,
repeating the procedure.

This flow is recommended for communication between 2 servers, without human intervention after
the initial configuration

The second flow is called Authorization Code and it involves an additional party, called the User.

_ Authorization Resource
Resource Application Server Server
Owner 3 5 -
—9° —) —0

=) —olf —0

1. Access Application :
1
1
!
1

-

2. Authentication and
Request Authorization

o]

3. Authentication and Grant Authorization

-
-

|
|
|
|
|
|
I
I
4, Send Authorization Code :
- 1
I
I
1
1
1
1

5. Request Code
Exchange for Token

6. lssue Access Token

-
-

7. Request Resource! w/ Access Token

Y

8. Return:Res:jurce

A

]
I
I
]
]
]
1
1
I
I
1
1
I
I
1
I
I
1
I
I
I
I
]

In this example, the Application that wants to connect to vtenext is, for example, Facebook, that
needs to reads the user's Leads. The difference is that it's not Facebook directly that requires this
data, but the user delegates Facebook to access his own data present in vtenext. The objective is
then to provide Facebook with this data, without giving it the user's full credentials (password) to
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the system. So Facebook will ask the user to obtain an authorization code, exchanged then by
Facebook with an access token, used then to retrieve the data. The access token can be used once
only, or renewed automatically (if the user granted this type of access).

So, even though Facebook got access to Leads in vte, it never read the user password and after the
expiration of the access token, it won't have access anymore.

This flow is recommended when the application needs to ask user's permission to access the data.

General configuration

::: Settings > External applications
mmm Manage external applications that integrate with vtenext with authorization protocol OAuth 2.0

General configurations

Enable OAuth2 access v

Allow users to view and change the secret key of apps associated to v

them

Allow connections with admin users X

Registered applications Add
ICON NAME CLIENT TYPE CLIENT ID AUTHORIZED USERS TOKEN STATUS ENABLED TOOLS

At the beginning of the page, there are some general settings::

e Enable OAuth2 access: enable or disable globally the use of OAuth2 protocol. If disabled,
no external app can use the REST API with an access token (standard authentication via
access key is allowed)

e Allow users to view and change the secret key of apps associated to them: if active, non
admin users can see and modify the secret key for applications linked to their user in the
user's page

e Allow connections with admin users: if enabled, external apps can connect with an admin
user

Service Account Configuration

s woneEayan o 0

- Settings > External applications
mmm Manage external applications that integrate with vtenext with authorization protocel OAuth 2.0

General configurations

Enable OAuth2 access

Allow users to view and change the secret key of apps assoclated to them
Allow connections with admin users. X \
Registered applications Add
lecon  Name Client type Client ID Authorized users Token status Enabled Tools
facebok background Service account Vie_99836791051bc773aa54 aldo No active tokens v /00
gestionale fico Service account Vte_550391 eche3d04058d56 aldo v /@10

o La mia bella app Web or mobile app vte_a75fdb75258484612566 Only selected v /200
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Click on the button ADD on the right

Q searcn.. PoaBPEPLsy v2o0 P

::: Settings > External applications
mmm Manage external applications that integrate with vtenext with authorization protocel OAuth 2.0

Create application

Access configuration

; If the external application requires an interactive authorization by the user, choose Web or mobile
Clienttype | _please select-- v Pp q Y

application, otherwise, if the access is in background usa Service account
—Please select-

Configuration infarmation Web or mebile application

Service account

Auth endpoint: http i.veecrm. O/auth.ph
Endpoints  Token endpoint: i. O/token.php
point i.vtecrm O/revoke.php

OAuth 2.0 flow

1

. Click on the ADD button on the right.
. A wizard screen appears to guide the configuration process.
. Select the Client Type, choosing between:
e Web or Mobile Application (if access requires user login)
e Service Account (if access occurs in the background between two servers)

w N

To configure a Client Credentials flow, select:

e Key Type = Service Account
e Secret Type = Secret Key

Additional configuration fields will then appear:

Configuration details:

Name: Assign a descriptive name to the configuration (e.g., connection to a management
system).

Client ID & Secret Key: These are auto-generated.

Scope: Define the level of APl access (read-only, write-only, or read/write).

User Association: All operations done in vte will be executed as this user. Of course,
visibility rules apply according to role and profile configuration.

By providing the Endpoints, Client ID, and Secret Key to the external system’s technician, the
connection can be finalized.

For JWT signed authentication, the Secret Key is not a simple string, but a cryptographic key in
PEM or JWK format, generated only after saving the configuration.
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Settings > External applications

B Manage external applications that integrate with vtenext with authorization protocol OAuth 2.0

Create application

Access configuration

If the external application requires an interactive authorization by the
Client type Service account v user, choose Web or mobile application, otherwise, if the access Is in
background use Service account

With Client secret the standard OAuth 2.0 Client Credentials flow will be

Seamtiype | Cllent searet ¥ used, otherwise a signed JWT must be provided as a dlient assertion
Name ERP system Name of the application connecting to vtenext, for example: "My ERP"
ClientID  vte_673d3c7145d819b4715f ID to use in the application to connect to vtenext
client secret 7 779adfbeetablc 1e54d02261af543c9811 C secretkey to use in the application when using the authorization flow
Seope | restallread (Read only access via REST API) ¥ scope to use in the application to connect to vtenext
User aldo (Aldo Sharaglio) v~ User linked to these credentials

Configuration information

Auth endpoint: http://192.168.8.30/vte2887/0auth2/v2.0/auth.php
Endpoints  Token endpoint: http://192.168.8.30/vte2887/0auth2/v2.0/token.php
Revoke endpoint: http://192.168.8.30/vte2887/0auth2/v2.0/revoke.php

OAuth 20 flow  Client Credentials

Web or Mobile Application Configuration

e goma®®ayxrno 0N

Settings > External applications
8 Manage external applications that integrate with vtenext with authorizatien protocel OAuth 2.0

General configurations

Enable DAUTh2 access
Allow users to view and change the secret key of apps assoclated to them

Allow connections with admin users.

Registered applications Add
Icon  Name Client type Client ID Token status Enabled Tools
facebok background Service account vie_99e3e791051bc7733a54 aldo No active tokens vy / ® U
gestionale fico Service account vte_5a0391ecbe3d04058d56 aldo Ve 20
o La mia bella app Web or mobile app vte_a75fdb752584846f2566 Only selected e Va @ in}
Click on the button ADD, on the right
] 1
a search.. soaoB@ PPy vro O

Settings > External applications

m Manage external applications that integrate with vtenext with authorization protocol OAuth 2.0

Create application

Access configuration

If the external application requires an interactive authorization by the user, choose Web or mobile
application, otherwise, f the access Is in background use Service account

Clienttype | Web or mobile application M

If the application is a Single Page App or for mobile devices, without a server component, the
Application type | _please select- v|  ©Auth 2.0 Authorization Code flow with PKCE will be used, otherwise the standard Authorization
Code flow will suffice

Configuration information

Auth endpoint: http://192.168.8.30/vte2887/0auth2/v2.0/auth.php
Endpoints  Token endpoint: http://192.168.8.30/vte2887/0auth2/v2.0/token.php
Revoke endpoint: http://192.168.8.30/vte2887/0auth2/v2.0/revoke.php

OAuth 2.0 flow
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You are presented with the same wizard, but this time choose Web or mobile application. So we
get the following:

Q search.. 3oaeE Cfryxpo O

:: : Settings > External applications
mmm Manage external applications that integrate with vtenext with authorization protocol OAuth 2.0

Create application

Access configuration

crienteype [ Web or mobile aomlication | fthe external application requires an interactive authorization by the user, choose Web or mobile
pp! application, otherwise, if the access is in background use Service account

If the appl is a single Page App or for mobile devices, without a server component, the
OAuth 2.0 Authorization Code flow with PKCE will be used, otherwise the standard Authorization
Code flow will suffice

Application type | _please select- N

—Please select-

Web application

Configuration information Native or Single Page App

Auth endpoint: http://192.168.8. 07auth.ph;
Endpoints  Token endpoint: http://192.168.8.30/vte2887/0auth2/v2.0/token.php
ke endpoint: http://192.168.8.30/vte288 Ofrevoke.php

OAuth 2.0 flow

Application Type Options:

e Web Application: For browser-based applications.
e Native or Single Page App: For mobile or native apps (same as Web Application, but
the OAuth2 flow requires PKCE).

For a Web Application, the configuration follows a similar process to the Service Account setup:

e Client ID & Secret Key are generated.
e Define the Scope (read-only, write-only, or read/write).

Offline Access:

By enabling Offline Access, together with the access token, a refresh token is returned, that can
be used to automatically obtain a new access token after its expiration.

Redirect URL Configuration:

e After logging into vtenext, the User is redirected back to the requesting application (e.g.,
Facebook).
e Access control settings allow restricting access to All Users or Selected Users/Groups.

Authorization Screen Customization:

e The authorization request screen (e.g., "Facebook wants to access your vtenext data. Do
you authorize?") can be customized with:
o Name
o Description
o lcon
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From the settings page, Settings > External Applications, it's possible to see the list of
registered applications and deactivate them or revoke all the active tokens:

Q cerca. gsomeE®ay xp o N

HH Impostazioni > Applicazioni esterne
mEm Gestione di applicazioni esterne che comunicane con vienext tramite protocello di autorizzazione OAuth 2.0

Configurazioni globali

Ablita accesso tramite OAuth2
Permettl agh utentl di vedere & modificare la chiave segreta delle app a loro associate

Abilita connessioni con utenti amministratori

Applicazioni registrate Aggiungi
Icona Nome Tipo di client Client ID Utenti autorizzati Stato dei token Abilitato Strumenti
I facebok background Service account Vie_9983¢791051bc77354 aldo Nessun token atvo I X /290
gestionale fico Service account Vte 530391 ecbe3d04056d56 aldo w /0

o La mia bella app Web or mobile app vie_a75fdb7525848462566 Solo selezionat v /0

In this list it's possible to see Expired tokens. In case of expired tokens the user will have to re-
authenticate to obtain new ones. On the right some tools are present:

. 4 edit the configuration

. @ revoke all access tokens
. 0O remove the external application configuration

Linked Applications in User Preferences

(1]
Q cerca. W o EALE Y ADO £
Utente Administrator Modifica Richledi assistenza remota @
Opportunita v v
INFORMAZIONI

Ordini di Acquisto x x

Ruolo e Login Utente
Ordini di Vendita x X

il Informazioni
Pianificazioni v v

Indirizzo utente
Preventivi x x

Fotografia Utente
Processi x X

Configurazione Calendario
Prodottl X X

Configurazione Asterisk
Prodotti configurabil X X
Report Visite x ® Configurazione Book me
Seadiiie: &z 7 Configurazione servizi web REST
scansion| Mobile X X Companentl Al Homa Pags
Servizi x x I Miei Gruppi
Servizi a Contratto % X Storla Login
Target x X impostazioni Notifiche Moduli
Topic Klondie x X | I Applicazion collegate

Applicazioni collegate
lcona  Nome Tipo di client Client 1D stato dei token Abilitato strumenti
2 "
- Web or mobile app vte_22fd1e9 Nessun token attivo v 7 @

In User Preferences, under Linked Applications, users can view all applications associated with
their account.

e View Configuration Details: Users can see (but not modify) the configuration unless
they are Admins.
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e Disable or Revoke Tokens: Users can manually revoke access tokens.
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